C KaxapIM TOJIOM MOJIOJICKH B MHTCPHETE CTAHOBHUTHCS OOJIbINE, a
IIKOJLHUKU OJIHM M3 CaMbIX aKTHBHBIX IOJb30BaTeselt Pynera. Mexay Ttewm,
MTOMHMO OTPOMHOTO KOJTMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOJIeMBI. DTa
[maMsATKa JI0JHKHA TOMOYb TeOe 0€30I1acHO HaXOAUTHCS B CETH.

KomnreroTepHsie BUpycChl

KoMmbproTepHblii BUPYC - 3TO Pa3HOBHUIHOCTH KOMIBIOTEPHBIX IMPOTPaMM,
OTJIMYUTEIIBHOM OCOOCHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTh K PAa3MHOKCHHIO.
B nomosiHeHHE K 3TOMY, BUPYCHI MOTYT MOBPEAUTH WM TOJHOCTHIO YHUYTOXHUTH
Bce (haliiIbl U IaHHBIC, MIOJIKOHTPOJIBHBIE ITOJIB30BATEII0, OT HMEHH KOTOPOTO ObLIa
3amyllieHa 3apakKeHHas MporpaMma, a TakKe MOBPEAUTh WIN JIaK€ YHUUTOXKHUTH
OTIEPalIMOHHYIO0 CHUCTEMY CO BcemH (paitmamu B 1eioM. B OOnbIIMHCTBE ciiydaeB
PacIpOCTPaHSIIOTCSI BUPYCHI Uepe3 HHTEPHET.

MeTopl 3alUThHl OT BPEAOHOCHBIX MTPOTPaMM:

1. Hcnone3yii COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOIINE
CEPBbE3HBIM YPOBEHD 3ALUTHI OT BPEIOHOCHBIX IPOrPamMM;
2. [TocTossHHO ycTaHaBiMBail nayTd (UKU(POBBIE 3aIUIATKH, KOTOPbIE

aBTOMATUYECKH YCTAaHABJIMBAIOTCS C LIEJBI0 JOPAaOOTKH HpPOrpaMMbl) U ApyTue
OOHOBJIEHUS CBOEH OllepallMOHHON crucTeMbl. CKaunBai MX TONBKO ¢ 0()ULIHUATBEHOTO
caifra pa3paborunka OC. Ecnu cyiiecTByeT pexxumM aBTOMaTHIE€CKOro OOHOBIICHUS,
BKJIIOYH €r0;

3. PaGotaii Ha cBoeM KOMIIbIOTEpE MMOJ IpaBaMU IMOJb30BATENsA, a HE
aAMUHUCTpPATOpPa. ODTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMITBIOTEPE;

4, Hcmonp3yil aHTUBHPYCHBIE TPOTPAMMHBIE TPOIYKTHI HW3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBJICHHEM 0as3;

5. Orpannyb GU3UYECKUHN JOCTYH K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIL;

6. Hcmonp3yil BHENTHUE HOCHUTENW WH(OpMaIuy, Takue Kak (uremka,
JCK YT (haiil U3 MHTEPHETA, TOJIBKO M3 MIPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpeiBaii koMmIbloTepHBIC (HaWIIbI, TIOJYYCHHBIC W3 HEHAICKHBIX

UCcTOYHUKOB. Jlaxke Te (paityibl, KOTOpBIC MpUCTal TBOK 3HAKOMBIN. Jlyurie yTounu
y HETO0, OTIIPABJISUT JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He BUI ITepenayul JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OpeH/I,
mapka. Eme B 1991 romy HuaepiaHjackas KOMIAHUs 3aperucTpupoBaia OpeH[I
«WECA», uto o6o3Hauasio crnoBocoderanue «Wireless Fidelity», xoTopsiii
NEPEBOIUTCA KaK «OeCTIpOBOIHASI TOUHOCTDY.

Jlo Hamrero BpeMeHH JomuIa Apyras abOpeBuatypa, Kotopas sSBISIETCS TaKOH
ke TexHojoruen. IT1o abbpeBmarypa «Wi-Fi». Takoe Ha3zBanuwe ObLIO N1aHO C
HAMEKOM Ha CTaHJapT BBICIICH 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBojie o3HavaeT
«BBICOKASI TOYHOCTHY.

Jla, OecriaTHBIN MHTEPHET-OCTYI B Kade, OTENsIX U adporopTax SIBISIETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIXOJa B UHTEpPHET. HO MHOTHE SKCTIepThl CYUTAIOT, YTO
obmenoctynubie Wi-Fi cetn He sSBIsIFOTCS 0€30TaCHBIMA.

CogeTbl 110 6€30IaCHOCTH pabOThI B 001e0cTymHBIX ceTsax Wi-fi:



1. He mepenaBaii cBoto nnuHyr0 WH(MOpPMAIUIO Yepe3 OOIIeTOCTYITHBIE
Wi-Fi ceru. PaboTast B HUX, KeJlaTeIbHO HE BBOJIUTH MApPOJIM JAOCTYIIA, JIOTHHBI U
KaKUETO HOMEpa;

2. Hcnonp3yit 1 OOHOBISAN aHTUBHUPYCHBIE MpoOrpamMmbl U OpaHaMayep.
TeM cambIM Thl 00€30MacHIlb ce0sl OT 3aKaUKU BUPYyCa HA TBOE YCTPOMUCTRO;
3. [Mpu ucnonp3oBanun Wi-Fi otkmoun dynkiuio «OO0muid g0CTyn K

daiinam u npunTepam». [laHHas (QyHKIUS 3aKphiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ JUIsl y100CTBA UCIIOIBb30BaHUs B paboTe

i yueoe;

4, He ucnone3yéi nyOnuunsidi WI-FI nns nepenaur JTUYHBIX JAHHBIX,
HaAIMpUMeED, JUIS BBIXO/A B CONUATILHBIE CETH WU B AJICKTPOHHYIO MOYUTY;

d. Hcnonp3yil TonbKO 3amuieHHoe coeaumHeHue udepes HTTPS, a we
HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B mo6mibHOM Tenedone oTkimroun GyHkiuo "TlogkmoueHune k Wi-Fi

aBromatuuecku". He momyckail aBTOMaTH4YeCKOTrO TOJKIIOUEHHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusl.

ConuanbHbie ceTu

ConuanbHble CETH aKTUBHO BXOJIAT B HAlIY >KM3Hb, MHOTHE JIIOJU pabOTaoT
U )KMBYT TaM IOCTOSIHHO, a B Facebook yske 3apeructpupoBan MUIHAP/ YETIOBEK,
YTO SIBJISIETCS OJTHOW CEAbMOW BCEX KUTEIJIEW IUIaHEeThl. MHOTHE MOJIb30BATENIN HE
MOHUMAIOT, YTO WMH(OpMaIUs, pa3MelieHHas UMH B COLMAIBHBIX CETAX, MOXKET
OBITH HaliJIeHA U UCITI0JIb30BaHA KEM YTOJTHO, B TOM YHCJIC HE 00s13aTEIIBHO C OJIaruMHU
HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATBHBIX CETIX:

1. Orpanuyb CHUCOK JApy3eil. Y TeOs B JApPy3bsSiX HE JOJDKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuiai CBOIO YacTHYIO KuW3Hb. He ykaswiBail mapomnu, TenedOoHbI,
ajipeca, 1aTy TBOETrO POXKIEHUS U APYTYIO JUYHYIO HH(GOPMAIIHIO.
3M0yMBITUICHHUKHA MOTYT WCITOJIB30BaTh Jake MHPOPMAIIHIO O TOM, KaK Thl M TBOU
POIUTENH TUTAHUPYETE MPOBECTU KAaHUKYIIBL;

3. 3amuinai CBOIO pemyTaluio - JEpKU €e B YUCTOTE W 3ajaBaii cebe
BOIIPOC:

XO0TeJ OBl ThI, YTOOBI APYTHE MOJIB30BATENIN BUACIIH, YTO Th 3arpysxaemib? [lomxymai,
MpeXke YeM UTO-TO OMyOJIMKOBaTh, HANIMCATh U 3aTPY3UTh;

4, Ecau ThI TOBOpHUILIL C JIIOJIBMHU, KOTOPBIX HE 3HACIb, HE UCIOIb3YH
CBOE pealbHOE UMS W JPYTYIO JIMUYHYI0O MH(QOpPMALMU: UMs, MECTO KUTEIHCTBA,
MECTO y4yeObl U IIpoyee;

d. N3berait pasmenienus: ¢potorpaduii B UuTepHeTe, rae Thl n300paxeH
Ha MECTHOCTH, TT0 KOTOPOI MOXXHO OTIPEJICIIUTH TBOE MECTOTOI0KEHHE;
6. [Ipun peructpanyii B COLMAIBHONW CETH HEOOXOJIMMO HCIOJIb30BATh

CJIOKHBEBIC H&pOJ‘II/I, COCTOAIIINEC U3 6yKB )41 HI/ICI)p U C KOJIMYECTBOM 3HAKOB HC MCHECC
8;



1. Jns couuanbHOM CETH, MOYTHI W JPYTUX CaWTOB HEOOXOAMMO
MCIIOJIb30BaTh pa3Hble maposu. Toraa eciau Teds B3JIOMAIOT, TO 3JI0YMBIIIICHHUKA
IIOJIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE J€HbI U

DNEeKTPOHHBIE JIEHbIM - ATO OYEHb YAOOHBIM CMOCOO TMUIaTeXed, OJHAKO
CYHIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST NOJIYUYUTh 3TU JICHBIU.

DJIEKTPOHHBIE I€HBI'M MOSBUIINCh COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOT'MX FOCyAapCTBax /10 CUX NOP HE MPOIHUCAHO NP0 HUX B 3AKOHAX.

B Poccun ke oHU QyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, IJI€ UX
pa3gesoT Ha HECKOJIBKO BUJOB - AaHOHMMHBIE U HE aHOHUMHBbIE. PazHuna B Towm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAUTH Olepanuu 0e3
UACHTU(UKAIINY TTOJIH30BATENSI, @ B HEAHOHUMHBIX MICHTH(PUKAIINAS TTOJIH30BATEISI
SIBIIETCS 0053aTENLHOM.

Taxke cnemyeT pa3nuuaTh OJJICKTPOHHBIE (UATHBIE JCHBIU (PaBHBI
rocyJapCTBEHHBIM BaJIOTaM) W JJIEKTPOHHbIE HepUaTHbIC NEHbIM (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHBIMU JIEHbraMU:

1. [IpuBsku K cueTy MOOWIBHBIN TeleoH. DTO camblii yAOOHBIN U
OBICTPBIN CLIOCOO BOCCTAHOBUTH AOCTYH K cueTy. IIpuBsi3aHHbIN TeIePOH TOMOKET,
ecnu 3a0y/elib CBOM TUIATEKHBIM MapoJib WIHM 3ai/ielllb Ha CaliT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnone3yli ogHOpa3oBbie maponu. Ilociie mepexona Ha YCHIEHHYHO
aBTOpU3aIMIO TeOe yke He OyAeT yrpokarb OMACHOCTh KpaKM WJIM IepexBaTa
IIJIATEKHOTO MAPOJIS;

3. Bre16epu cioxxHbiit mapons. [IpectynmHukam OyeT He MPOCTO yraaaTh
CJIOKHBIN maposib. HagexxHple maposiu - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEE
8 3HaKOB M BKIIIOYAIOT B C€0S CTPOYHBIE M POTTMCHBIE OYKBHI, ITU(PPHI 1 HECKOIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK JoJi1apa, (pyHTa, BOCKIUIATEIbHBIN 3HAK U T.1I.
Hampuwmep, $tROng!;

4, He BBO/IM CBOM JTMYHBIC TAHHBIE HA CANTAaX, KOTOPHIM HE JIOBEPSCIIb.

DJIEKTPOHHAS TI0YTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJIOTMSl W MPENOCTABISEMbIE €10 YCIYTH I10
NEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIEHUN, KOTOPBIE paCIPeNesatoTCs B
KOMITBIOTEpHOW ceTh. OOBIYHO dJEKTPOHHBIA ITOYTOBBIM SIIITUK  BBITJISIUT
CJIeIYIOIUM 00pa30oM: UMs_TI0JIb30BaTeNA(@UMs_JIoMeHa. Takke KpoMe rnepeaadu
IPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh IIEPE1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 O€30MMaCHOM padOTe C ANEKTPOHHOMN MOYTOMH:

1. Hano BbIOpaTh MpaBUIIbHBIN MOYTOBBIA cepBUC. B mHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIIe IOBEPAThH TEM,
KOT'0 3HAa€Illb U KTO NIEPBbII B PEUTUHIE;

2. He ykaspiBaii B IW4yHOW mouTe JuuHyr0 uH(popmaruio. Hampumep,
JydIiie BBIOpaTh «MYy3bIKIBHBIN (haHaT@» uin «pok2013» BMecTo «TteMal3y;
3. Hcnonp3yil ABYX3TAaHYO aBTOPU3ALMI0. DTO KOrJa MOMHMO NapoJis

HY>KHO BBOJUTH KOJI, TPUChUTIaeMbIil 1o SMS;



4, BriOepu cnoxHbIi naposib. sl KaKI0ro MOYTOBOIO SIUKA JOJKEH
OBITH CBOM HAJCKHBIN, YCTOWUMBBIA K B3JIOMY 1apOJIh;

S. Ecam ecTtp BO3MOKHOCTH HAaNMCaTh CaMOMY CBOW JIMYHBIM BOIPOC,
HCTIO0JIb3YH 3TY BO3MOYKHOCTb;
6. Hcnonb3ylh HECKOJBKO TMOYTOBBIX SIIIMKOB. lIepBbIM s 4acTHOM

MEPENUCKU C aJpecaTaMu, KOTOPbIM Thl JOBEPSIENIb. JTO AJICKTPOHHBIA aApecC HE
HAJI0 UCTIOIB30BaTh MPU PETUCTPAIINHU Ha GOpyMax U CalTax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOXKEHUS B MUCbMaX, JIaXe €CIU OHU
OPUILUIM OT TBOMX Jpy3eil. Jlydile yToYHM y HHMX, OTHPABISUIM JIM OHU TeOe 3TU
Gbaitibr;

8. [Tocne oxoH4aHusi pabOTHI Ha MOYTOBOM CEPBUCE MeEpe]l 3aKPhITUEM

BKJIAJIKH C CAUTOM He 3a0y/1b HA)KaTh Ha « BRIATHY.

KubepOymuiHT uiiv BUPTYalIbHOE U3/€BATEIbCTBO

KubepOymmuar -  mpecinegoBaHue  COOOIICHHMSIMH,  COJIEPKAUTUMHU
OCKOpOJICHMUS, arpeccuto, 3aIyTUBaHUE; XYJUTAHCTBO; COIMAIIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIITMHTOM:

1. He Opocaiics B 60#. Jlyummii crioco0: mocoBeToBaThes Kak ce0si BECTU
U, €CIIK HEeT TOTO, K KOMY MOKHO OOpaTUThCs, TO BHaYaje YCIOKOUThCA. Eciu Thi
HayHElIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOpPOJIEHHUS, TO TOJIBKO elle OOoJibliie
Pa30MOKEIb KOH(IIUKT;

2. VYnpasnisii cBoeil kubeppemnyTauei;

3. AHOHUMHOCTH B ceTH MHUMasl. CylIeCTBYIOT CITIOCOOBI BBISICHUTD, KTO
CTOUT 3a aHOHHUMHBIM aKKayHTOM;

4, He crout Bectn XynuraHckuil oOpa3 BUPTYaJbHOU Ku3HU. HTepHET
dbuKcUpyeT BCe TBOM JICUCTBHS MU COXpaHSIET UX. YJAIUTh UX OyAeT KpahHe
3aTPYyAHUTEIBHO;

d. Co06uro/1aii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHW4HbIA HeratuB. OmHOpPa30BbIE OCKOPOUTEIIbHBIE

COOOIIEeHNS JTyUllie ITHOpUPoBaTh. OOBIYHO arpeccusi MpeKpaIaeTcss Ha HayaabHON
CTaJluu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMH,
B COLIMAJBbHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKM OTIIPABKU COOOIIEHUI ¢
OTIPEJICIICHHBIX a/IpECOB;

8. Eciu Th1 cBuperens kubepOysuimHra. TBoW NeWCTBUSI: BBICTYIUTH
NPOTUB TMpeciieoBaTensi, MOKa3aTh €My, 4YTO €ro JeWCTBUS OIEHUBAIOTCA
HEraTUBHO, MOJJEP’KaTh XKEPTBY, KOTOPON HYy)KHa ICHXOJIOTWUYECKas MOMOILlb,
COOOIIUTH B3POCIIBIM O (DaKTE arpeCCUBHOTO MOBECHHUS B CETH.

MoOunbHBIN TenehoH

CoBpemenHble cMapT(OHBI U MJIAHILIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIN
(GyHKIIMOHAT, W TeNmepb OHM MOTYT KOHKYpHPOBaTh CO CTallMOHAPHBIMH
KomnbioTepamu. OIHAKO, CPEACTB 3ALTUTHI 7S MOAOOHBIX YCTPOMCTB MOKA OYECHb
mazo. TecTupoBaHue U MOUCK ySI3BUMOCTEN B HUX MPOUCXOIUT HE TaK UHTEHCUBHO,
kak mis [1K, To ske camoe kacaeTcst 1 MOOMIIBHBIX MPUIIOKEHUH.



CoBpeMeHHbIE MOOWIBHBIE Opay3epbl yK€ MPaKTUYECKH JOTHAIH
HACTOJIbHBIE aHAJOTH, OJIHAKO pacUIMpeHHe (PYHKIMOHANIAa BIJIEYET 3a COO0OM
OOJBIIYIO CII0)KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBIMTYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTHYIECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MMaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He siBisieTcst mo-HacTosAEeMy OecIulaTHBIM. Byib OCTOpOXKEH, Be/b
Kora Tebe mpeiararoT OecIIaTHbIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKUETO
IUTATHBIC YCIIYTH;

Hywmaii, npexxae yem otmpaButh SMS, dhoto unu Bugeo. Thl TOUHO 3HACHID,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CHCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOUJIBHBIX TEIe(OHOB;

He 3arpyxaii mpuioxeHus OT HEM3BECTHOT'O HMCTOYHHKA, BEIb OHH MOTYT
CoJIepKaTh BPEIOHOCHOE NMPOrpaMMHOE 00ECIICUEeHHUE;

[Tocne Toro kak Thl BBIWJEHIH C CaiiTa, T/ BBOJAWUI JUYHYIO MHGOPMAIIHIO,
3aliJIi B HACTPOMKH Opay3epa u yaanu Cookies;

[Tepuonuuecku MpoBepsii, Kakue TUIATHBIC YCIyTU aKTHBUPOBAHBI HA TBOEM
HOMeEpe;

JlaBaii cBoii HOMep MOOWJIBHOrO TejedoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIIb U KOMY JOBEPSICIIb;

Bluetooth nosmken ObITH BBIKIIIOYEH, KOTJa Thl UM HE MOJb3yemibes. He
3a0bIBall MHOT 1A TIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KPAacOYHbIE, 3aXBaTHIBAIOIIHE
pasBiieueHus, OOBEIUHSIONINEG COTHH THICSY UYEJIOBEK MO BceMy Mupy. Mrpokum
UCCJIENYIOT JaHHBIH UM MUP, OOLIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPaKAIOTCS C MOHCTpPaMHU M TIOJY4alOT OMBIT. 3a YJIOBOJBCTBHUE OHM ILIATAT:
MOKYTAIOT JUCK, OTUIAYUBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIIIUU.

Bce atu cpeacTBa uayT Ha TOAIEpKAHUE U Pa3BUTHE UTPHI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3AIIMU, BBIMTYCKAIOTCS HOBBIC
naTuu (LudpoBbIe 3aMIaTKU ISl IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT ONACaThCS HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMH OOJIBITMHCTBA
urp.

OcCHOBHBIE COBETHI 1O 0€30MIaCHOCTH TBOETO HTPOBOT0 aKKAYHTA!

1. Ecnu papyroit urpok BemeT ceOsi IMIOXO0 WM CO3JaeT Tebe
HEIMPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxanyiics agMUHHCTPATOpaM HWIPhl HA IUIOXOE MOBEICHUE
3TOr0 WIPOKA, >KEJATEIbHO NMPWIOKHUTh KaKHE-TO JOKAa3aTeIbCTBAa B BUJC
CKpPHHOB;

3. He yxa3piBaii nuunyro nHGoOpMaIuio B mpodaiiie urpsl;

4, YBaxail Ipyrux y4aCTHHUKOB I10 UIPE;

5. He ycranapnuBaii HeouimaabHbIe TATYU U MOJIBI,



6. Hcnonb3yii COXKHBIE U pa3HbIE APOJIH;
7. Jlasxe BO BpeMs UTPhI HE CTOUT OTKIIF0UaTh aHTUBHpPYC. [Toka Th

UTPaeIib, TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WU KpaXka JIMYHBIX JTAHHBIX

OOBIYHOM KpaXkeil IeHeT U IOKyMEHTOB CETO/IHS YK€ HUKOTO HE YIUBUIIIb, HO
C pa3BUTHEM HMHTEPHET-TEXHOJOTHHM 3JIOYMBIIIJICHHUKH TEPEMECTUIIUCh B
UHTEPHET, U TTPOJOIHKAIOT 3aHUMATHCSI «JTFOOMMBIMY JIEIIOM.

Tak mosBUIach HOBas yrpo3a: HHTEPHET-MOIICHHWYECTBA WM (UIIIHHT,
TNIaBHAs 17 KOTOPOTO COCTOWT B TOJNYyYEHUH KOH(MUICHIIMATBHBIX JaHHBIX
0JIb30BAaTENCH - IOTHHOB U mapoJiei. Ha anrmuiickoM si3sike phishing untaercs kak
¢ummnr (ot fishing - peiOHas o, password - mapoib).

OcHOBHBIE COBETHI IO 00pbOE C HUITUHTOM:

1. Cnenu 3a cBoUM akkayHToM. Eciiu ThI mof03peBaelib, 4YTO TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HEO0XO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh AMUHUCTPATOPaM
pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Hcnonb3yil Oe3onacHble BeO-CailTbl, B TOM YHCJIE, HWHTEPHET-
Mara3uHOB U TOMCKOBBIX CHUCTEM;
3. Hcrnonb3yil CIOXKHBIE W pa3HbIe Mapoiu. Takum oOpazoM, eciu TeOs

B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IOJIy4aT JOCTYIl TOJIBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4, Ecin 1ebs B3nmomanu, TO HEOOXOAMMO MPEAYyHNpPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBJIEeHbl y T€OS B Ipy3bAX, O TOM, UYTO T€OSI B3JIOMANH H,
BO3MO>KHO, OT TBOETO UMEHH OYET pacchlIaThCs CllaM M CChUIKM Ha (PUITMHIOBBIE
CAWTHI;

5. Ycranosu HagexkHbli maposib (PIN) Ha MOOWITBHBIH TeneOH;

6.  OTkiroun coxpaHeHue napoiis B Opaysepe;

7.  He otkpbiBaii (aiibl U Apyrue BIOKEHUS B MUCbMaX, JaKe €CIH OHU
HPUIILTH OT TBOMX JApy3ei. Jlydlie yTouHM y HUX, OTHPABISUIM JIK OHU TeOe 3TH
(baiibl.

Hudposas penyranus

[udposas pemyTarus - 3T0 HeraTUBHAS WJIA TTO3UTUBHAS MHGOPMAIIHS B CETH
o Tebe. Komnpomerupyrormias uHpopmals, pasMelieHHas B UHTEPHETE, MOXKET
CEepPhE3HBIM 00pa3oM OTPA3UTHCI Ha TBOEW peanbHON ku3HH. «l{udpopas
penyTaius» - 3T0 TBOH UMUK, KOTOPBIM hopmupyercs u3 uHdpopmaiuu o Tede B
UHTEpHETE.

TBoe MecTO IKUTEIbCTBA, Yy4eObl, TBOE (UHAHCOBOE TMOJIOKEHUE,
0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KHX - BCE 3TO HAKAIIUBACTCS B CETH.

MHorue mnoApPOCTKU JIETKOMBICJIEHHO OTHOCSTCS K MyOJMKAlUM JIMYHOU
uHpopmaruu B MHTEpHETE, HE TOHMMAas BO3MOKHBIX MOCIHEACTBUN. ThI gaxke HE
CMOXeITb JI0TaaThCcsl 0 TOM, 4TO ororpadus, pasMeleHHas S JIET Ha3ajl, cTaja
NPUYMHON OTKa3a NpUHSATH T€Os Ha padoTy.

KommenTtapuu, pazmenienue TBoux (ororpaduii U Apyrue IEUCTBUS MOTYT
HE UCYE3HYTh JIAXKE MOCIIE TOTO, KaK Thl UX yAAJINIIb. Thl HE 3HAEIIb, KTO COXPAHUJI
3Ty UH(POPMAIINIO, MOTaja JIM OHA B TOMCKOBBIE CUCTEMBI U COXPAaHUIIACH JIM OHA, a



[JIABHOE: YTO MOAYMAIOT O TEOE OKpYXk alolue JIIOJU, KOTOPbIE HAWIyT U yBUAAT
sT0. Haiftu uHpoOpMaliio MHOTO JIET CIYCTS CMOXET JIF0OOM - Kak U3 J00pbIX
noOyXIeHH, TaK U ¢ HAMEPEHUEM IPUYUHUTD BPEJ. ITO MOXKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 10 3aIIUTE IUPPOBON PEMyTALIUU:

1. [Tomymaii, mpexzae 4em 4To-TO MyOJMKOBAaTh U IMepeaaBaTh y cels B
O0T€ MU B COLMAIBHOMN CETH;

2. B nactpoiikax npoduiis ycTaHOBH OTpaHUYEHHs Ha TIPOCMOTP TBOETO
npo(uIIs U €ro COAEPKUMOTrO, CAENIAl €ro TONBKO «JJIs APY3en»;

3. He pasmemaii u He yka3biBail uHGOPMAIIUIO, KOTOPasi MOXET KOIO-
00 OCKOPOJISATh UK OOMKATh.

ABTOpCKOE IPABO

CoBpeMEHHbIE IIKOJbHUKM - aKTHBHBIE IMOJb30BaTE€Nd IU(PPOBOrO
npoctpaHcTBa. OJHAKO [JaJleKO HE BCE 3HAKOT, YTO II0JIb30BAHUE MHOTMMHU
BO3MOXHOCTSIMU  LU(ppoBOoro  mupa TpeOyer coOnofeHuss TMpaB  Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMUH «UHTEIEKTyallbHAass COOCTBEHHOCTb)» OTHOCUTCA K Pa3IMYHBIM
TBOPEHHUSIM YEJIOBEUECKOTO yMa, HayMHas C HOBBIX H300pETEHHl U 3HAKOB,
0003HaYaloUX COOCTBEHHOCTh HA MPOAYKTBI U YCIYTH, U 3aKaHYMBAas KHUTaMH,
¢doTorpadgusmMu, KHHOQUIBMAMH U MY3bIKAJIbHBIMU ITPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IMpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIACHUS HAYKHU, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IPaBa BBICTYNAIOT B
KauyecTBE TapaHTUM TOTO, YTO MHTEJUIEKTYaJbHBIN/TBOPUECKUM TpyHd aBTOpa He
OyIeT HampacHbIM, JacT €My CIpaBeJIMBbie BO3MOXXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyAa, MOJYYUTh H3BECTHOCTh M Ipu3HaHue. Hukrto 06e3
paspelieHus aBTopa HE  MOXET BOCHPOMU3BOJIUTH €ro  MPOU3BEIICHHE,
pacnpocTpaHsiTh, IyOJWYHO JEMOHCTPUPOBaTh, MpPOAaBaTh, HMIIOPTHPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCHOJHATH, MOKAa3bIBATH/UCIIONHATH B 3QUpE WIH
pasMmewars B lMHTepHere.

Hcnonb3oBaHue «IUPATCKOr0»  MPOrPaMMHOTO  OOECIEeUEHUsT MOXKET
OPUBECTH K MHOTMM pHCKaMm: OT IOTEPH JAHHBIX K TBOMM AaKKayHTaM [0
OJIOKUPOBKHU TBOETO YCTPOMCTBA, T/l YCTAHOBJIEHA HejeraiabHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JeTalbHbIC W OECIUIaTHBIE MPOTPAMMBEI,
KOTOPBIE MOKHO HAliTH B CETH.

O noprane

CeteBuuOK.p( - TBOH IJIaBHBIM COBETUYHK B CETU. 31€CH Thl MOXKEIIb Y3HATH O
0€30I1acCHOCTH B CETU MOHSATHBIM U JOCTYIHBIM $I3bIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpaTHThCS 3a COBETOM. A TakKe NPHUHITh y4dacTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



